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Pros
You can remember the public key

Identities are smaller than PKI certificates

Forward (and Backwards) security ‘for free’

no need of PKI certificates

Cons

Key escrowed (horrible)

Traditionally very expensive computation due to pairings
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−→ (mpk,msk)← G(1η)
↑

public

skid ← E(mpk,msk, id)

↓skid

σ ← S(mpk, skid,m)

σ→
{0, 1} ← V(mpk, σ,m, id)
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Definition (EUF-IBS-CMA Security)

Σ = (G, E ,S ,V) is said to be secure against existential forgery
on adaptively chosen message and identity attacks if for all
PPTA A, the probability P[EUF-IBS-CMAΣ(A) = 1] < negl(η).

EUF-IBS-CMAΣ(A) :
(mpk,msk)← G(η)
(id⋆

,m⋆, σ⋆)← AE(·),S(·,·)(mpk)
return V(mpk, σ⋆,m⋆, id⋆)

where id⋆ and (id⋆
,m⋆) are not queried to OE (·) and OS(·, ·)
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, id);
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return σ = (ga
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c = H(gr
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d = G(id, ga
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Theorem

Our construction is EUF-IBS-CMA secure in the random oracle
model, if the group generation function Gen generates discrete
logarithm secure groups.

Proof strategy.

Use a variant of the Forking lemma [BN06], the
Multiple-Forking lemma by [BPW03] .
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Factoring-based

Little chance due to large key lengths.

Flavio D. Garcia A Schnorr-like Lightweight Identity-Based Signature Scheme



Introduction
Identity Based Signatures

The Construction
Conclusions

Algorithms
Security
Efficiency

Efficiency Comparison by category

Factoring-based

Little chance due to large key lengths.

ECDL-based

Our scheme is the most efficient in signature size, signing and
verification cost.
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Efficiency Comparison by category

Factoring-based

Little chance due to large key lengths.

ECDL-based

Our scheme is the most efficient in signature size, signing and
verification cost.

Pairing-based

Most efficient implementations due to Herranz and Barreto et
al. (Comparison in the next slide)
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Comparison with most efficient Pairing-based Schemes

Scheme Signature Sign Verify
size

Schnorr-like 768 b 1 expG1
1.5 expG1

Barreto et al. 512 b 1 expG2
+ 1 expGT

≥ 23 expG1

Herranz 512 b > 1 expG1
31 expG1
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Conclusions

Our scheme has the smallest computational complexity

Slightly larger signatures (256 bits larger (maybe 128))

Secure in the random oracle model

Standard Computational Diffie-Hellman assumption

Our construction avoids the heavy code machinery needed
for pairing-based schemes

Suitable for resource constrained devices
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